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and gain  information about  potential   targets  by conducting  virtual   reconnaissance.  The very success  of   the 
Internet in facilitating these endeavours may provide some degree of protection from direct attack, however it 
may still be utilised as a platform from which to carry out virtual attacks against physical infrastructure. 
VIRTUAL COMMUNICATION: REAL TIME THREAT
The increasing availability of comparatively cheap, reliable and high bandwidth communications have aided the 
increasing globalisation of businesses and commercial services. Many of these same inputs can be seen as aiding 
the  globalisation of   terror  networks.  The  trend  that  was clearly   seen  for   the   first   time   in   the  1970’s  when 
organisations such as the Popular Front for the Liberation of Palestine (PFLP) began to use the global media 

















































TRACKING TERRORISTS IN CYBERSPACE




control   structure,   there   exists   a   flatter  more  diversified   loose   cluster   of   senior   cells   offering   spiritual   and 
operational guidance via the Web .  





































GLOBAL IDEOLOGY – LOCAL INTERPRETATION
The nature of the personnel who may become involved in Islamic terrorism is changing. The source of recruits 









































CHALLENGING THE MAINSTREAM WESTERN MEDIA
Islamist  groups target  particular  nationalities   in  order  to obtain  the necessary media coverage  to potentially 
generate community demands for change to a nation’s foreign or domestic policy. One such incident was the 



























Arab world. The medium by which to exert   influence is normally accompanied by the responsibility  that  it 
entails. These guiding ethics of journalism have led to it being cited as the fourth estate where truth and integrity 
in reporting pertinent and newsworthy information are seen as key principles. Al­Manar has by definition always 






In Tunis,  2005 key  industry and government  leaders met  at   the, World Summit  on the Information Society 

















Whine  identifies two extremist groups as being pivotal in the use of the Internet by terrorists these being the 
Islamic Extremists and members of the Far Right or White Supremacist Movement. Whilst the Islamists seek a 
return to the Caliphate, the Far Right seek a utopia where they can live untroubled by other races, politicians or 
the rule of law . Given the very nature of the ideology of these groups it is of concern that they appear to be 
forming virtual alliances against what they perceive as a common enemy, even if it is an alliance of convenience. 
This common enemy is seen as the state of Israel and the disproportionate influence on global activities they 
perceive exerted by members of the Jewish faith .
One of the better known Far Right websites is ‘Aryan Nations’ . On this site are links to Mujahideen and Islam, 
which take the enquirer to forums regarding Islamic related topics posted next to Nazi SS symbols. Another Far 
Right site is Stormfront ‘White Pride World Wide’  and whilst this site as yet has no links to Islamic websites it 
shares many of the characteristics of other extremist sites. These include multimedia, ideology, training, physical 
fitness and merchandise to promote the group.
The Islamist websites act as a conduit for information to those who are ideologically close but geographically 
distant. These sites provide material with a narrow puritanical interpretation of Islam from well known extremist 
authors,  thereby creating the opportunity for someone to become ‘virtually radicalised’ without ever having 
contact with a member of a terrorist group in person. These sites are also useful in recruiting new members . The 
former  leader  of  the  Finsbury  Park  Mosque  Abu  Hamza  used  to  promote  his  sermons  and  worldview by 
recording  them on  cassette  tapes  for  sale  across  the  UK  .  Amongst  those  attracted  to  Hamza’s  particular 
interpretation of Islam were university educated young men who understood the potential of the Internet. They 
began  converting  the  sermons  and  writings  of  Hamza  into  digital  format  and  uploaded  them onto  various 
websites where they freely accessible to anyone. Since the arrest of Hamza on terrorism related offences in the 
UK some of these sites have being shut down and others continue to relocate .
CONCLUSION
The phrase, “the Internet interprets censorship as damage and routes around it” is attributed to John Gilmore one 
of   the   co­founders   of   the  Electronic  Frontier   Foundation   .   It   clearly   identifies   the   potential   challenges   of 
attempting to prevent the use of cyberspace by terrorist entities. Whilst there are technical means to attack such 
websites   the   legal   challenges   posed   by   the   transnational   nature   of   these   activities   place   them  beyond   the 
legislative   capabilities   of   nation   states   .  Clearly  more  work   is   required   at   the   international   level   to   enact 
legislation   that  can   successfully  meet   the   challenges  posed,  by  the  exploitation  of   the   Internet  by   terrorist 
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